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21.5 million SSNis stolen in second OPM breach, along with ﬁngerprints and background info
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http://www.scmagazine.com/opm—elaborates—on—data—breaches/article/425643/
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Trojan_Foreign. HRN
FIE: 201547 H 6 H

TrojanDownloader:Win32/Dowector.A
LIEH: 201547 A 6 H

TrojanSpy:Win32/Nivdort. AN
RIAH: 201547 B 6 H

Backdoor:Win32/Zegost. DT
KBEH: 201547 H6 H

Trojan.Infostealer.Boyapki.C
LIEH: 201547 A 6 H
Trojan.Crisis

KILEH: 201547 H7 H

Backdoor:Win32/Fynloski.R
KILHM: 201547 A7 H

TrojanDownloader:Win32/Nefhop. A
RIEM: 2015467 A7 H

Trojan.Downloader.Crisis
LIEHA: 201547 A 8 H

Exploit:JS/Sevdaq
LIE: 201547 A9 H

TrojanSpy:BAT/Ursnif. A
LHLEI: 20154E7 H 10 H

TrojanDownloader:Win32/Mytonel. B
KBEM: 201547 A 10 H
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Microsoft: http:// Www.mlcrosoft.com/ security/portal/threat/encyclopedia/ entry.aspx?Name=TrojanD0wn
loader:Win32/Dowector. A
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Microsoft: http://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=TrojanSpy:
‘Win32/Nivdort. AN
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Microsoft: http://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=Backdoor:
Win32/Zegost. DT
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Symantec: http://www.symantec.com/security_response/writeup jsp?docid=2015-070711-4915-99
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Symantec: http://www.symantec.com/security_response/writeup.jsp?docid=2015-070914-2954-99
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Microsoft: http://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=Backdoor:

‘Win32/Fynloski.R
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Microsoft: http://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=TrojanDown
loader:Win32/Nefhop.A
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Symantec: http://www.symantec.com/security_response/writeup.jsp?docid=2015-070914—3745-99
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Microsoft: http:// www.nucrosoft.com/ security/portal/threat/encyclopedia/ entry.aspx?Name=Exploit:] S/Sevdaq
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Microsoft: http://www.microsoft.com/security/portal/threat/encyclopedia/entry.aspx?Name=
TrojanSpy:BAT/Ursnif. A
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Microsoft: http://www.microsoft.com/security/portal/threat/encyclopedia/ entry.aspx?Name:TrojanDown
loader:Win32/Mytonel. B
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DWORD xorshift(OWORD given_dword){
DWORD seed;
DWORD key_radix;
DWORD keep_value2;
DWORD keep_value3;

seed=given_dword*100;

keep_value2=xor_shift_key_array[2];
xor_shift_key_array[1]+=keep_value2;
keep_value3=xor_shift_key_array[3];
xor_shift_key_array[2]+=keep_value3;

DWORD xor_shift_key_array[3]; //it will use system time to update this array

key_radix=(xor_shift_key_array[0] << 11)"xor_shift_key_array[0];
xor_shift_key_array[0]+=xor_shift_key_array[1];

xor_shift_key_array[3]=((((keep_value3>>19)"(keep_value3)) "key_radix)"(key_radix>> 8));
return ((xor_shift_key_array[3]+keep_value2)%seed)/(100); }
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push ebp

push ebp,esp

push reg( Bk esp 7 ebp SNUFTE 1728 )
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[1] Krysiuk, P. Xpaj.B—An Upper Crust File
Infector. Symantec Security Response blog.
http://www.symantec.com/connect/blogs/

w32xpajbupper—crust—fi le—infector.
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